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What is Microsoft 365?
ANSWER #1:

Microsoft 365 = The next evolution in business networks

(LESS INTERESTING) ANSWER #2:

•Office 365 

•Windows 10

•Enterprise Mobility + Security
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Presentation Notes
Microsoft 365 is “where the cloud was headed all along” 
 (Like we knew what we were doing) ;-)






Why Microsoft 365?

THE CONSEQUENCE STICK:

Choice: 

Cloud-first, mobile-first

Consequence: 

Networks have changed

Presenter
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“Son, when you pick up one end of the stick, you also pick up the other end.” –Dad





Microsoft 365 Definition #1:

What should a modern
network look like?



Legacy 
Networks

• IT = Device centric

• Security = 
perimeter

• Frustration = 
Shadow IT
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LEGACY (but understand that this model still exists in the wild today)

1. “BOXY” FOUR WALLS mentality: Perimeters and Barriers
Also known as the “HOPE” security model
Physical equipment and devices are the focus

2. Collaboration is enabled but can be difficult. 
FTP is maybe the best way to share large data sets (horrible experience). 
Smaller files normally emailed back and forth. Multiple versions.
Hard to find documents on the company file shares sometimes
Remote access is cumbersome, such as VPN

3. End users see how easy it is to use an iPhone say, and have things “just work”—they want that kind of experience from corporate IT
Often user requests are shot down, or there is a big caveat
IT may say that requests are “insecure” or otherwise “not possible”
 Result is that users get software from the cloud that can do it for them, without IT





Hybrid 
Networks

• IT supported cloud
(e.g. Office 365)

• Management = 
incomplete (Sh.IT)

• Remote  Mobile
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HYBRID is where most small and mid-sized organizations stand today.
NOTE: you have not moved beyond this model if you outsourced hosting and/or dropped responsibility for security

Some modern cloud-based apps are introduced and sponsored by IT
Mix of modern collaboration and sharing, as well as legacy structures
Savvy users will bypass all IT controls and work independently

However, the management framework is still LEGACY:
Perimeter-based
Device-based

Which is too bad, since THE PERIMETER IS EVAPORATING!

Users are no longer “local” or “remote”—they are mobile (everywhere, mobile devices); IT has not yet made the shift to catch up…



Modern 
Networks

• Cloud-first, 
mobile-first

• Users = perimeter

• Apps, devices, data 
= identity based

Presenter
Presentation Notes
CLOUD-FIRST, MOBILE-FIRST
 Office locations are diminished in importance for many types of businesses (some exceptions)
More people than ever prefer to interact with cloud-based services via MOBILE devices
NO MORE dependency on perimeter based infrastructure

PERIMETER = END USERS
 The perimeter completely evaporates (well, it already had)
 IT recognizes this shift—the perimeter is now the end users!

IDENTITY DRIVEN: 
 Deeper visibility into applications and data across devices, no matter where the users are 
Support for ALL DEVICES: macOS, Windows, iOS, Android, BYOD, Company-owned, etc.
IT has a clear picture of all the various devices associated to the identities 
In fact your DEVICE is part of what makes up your IDENTITY
Apps use a central identity provider like Azure AD (benefit from the same access controls)
This aggregates all sign-in activity and other audit information



Microsoft 365 Definition #2:

How does Microsoft make
modern happen for me?



Collaboration:
Office 365

• Rich modern app 
eco-system

• Shift to Teams

• Don’t organize, 
SEARCH!
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Modern apps are available on all platforms (iOS, Android, Mac, Windows)
We have collaboration apps for every scale—individual, team, company, and beyond

Teams is becoming the #1 app in the Enterprise—fastest adopted product ever
Pull in any application (even 3rd party) to collaborate as a group
Working in Teams, we schedule a new live event, open to the public  Recorded data is stored in Stream
Or we start a new PowerPoint from within a channel, say, and begin discussing slides and building up the deck as a group
 Do users care where these files are actually stored?
 Does it matter if the documents are “really” stored in SharePoint?
No, we SEARCH for information, we don’t ORGANIZE it



Windows 10 
(subscription)

• Upgrade 7/8 Pro

• Azure AD / SSO

• Cloud benefits 
(Windows Virtual 
Desktop on Azure)
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All Microsoft 365 SKU’s include a Windows 10 license which entitles you to the following:

Upgrade from Windows 7/8/8.1 Pro
Join Azure AD (instead of legacy AD), and enjoy SSO benefits (no dependency on the office/corporate network)
Light up extra features in Windows 10 when you join Azure AD and have M365 subscription 
Mostly security-related, and controlled from the cloud
Windows Virtual Desktop in Azure (VM runtime costs not included)



Enterprise 
Mobility + 
Security

• Self-service 
(e.g. Autopilot)

• Single Sign-On 
(even to 3rd party)

• Conditional access

Device 

Management

Any device

Modern 

Authentication

Any app

Apps + Data 

control

Any cloud
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Users can self-enroll any device without help from IT
Company portal app for mobile devices, mac
Windows 10 is even easier (Autopilot)
Apps/data come to the user—they don’t need IT to install anything
If your admin takes the time to inventory apps that users need…. BENEFIT is 3-fold:
Auto-deployment of apps AND
Single Sign-On to those apps
Policies that you set in 365 can also apply to those other apps
Conditional access: ability to control sign-in and application experience based on conditions
Require Device compliance with policy
Require MFA, but only under certain circumstances (untrusted locations/devices)
Block sign-ins from entire geographic areas
Limit privilege inside an application on unmanaged devices

When your identity provider controls:
Your devices
Your apps
Your data

Security AND usability go UP
e.g. AUTOPILOT
e.g. Passwordless/MFA






More  
Security & 
Compliance

• Data Governance

• Data Loss 
Prevention

• Advanced Threat 
Protection

• And more…
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DATA GOVERNANCE:
Sensitivity   Encryption 
label protects document
Permissions follow the document around…
Also encrypts email using same technology
Retention  SEC rule 17a-4 (WORM compliance)

DATA LOSS PREVENTION:
Ability to take actions against sharing of sensitive information:
Block
Ask for justification / override
Encrypt
File incident reports

ADVANCED THREAT PROTECTION:
Safe Links : wrapper for incoming links, checks reputation, zero-day threats
Safe Attachments : detonates in a sandbox, watches for zero-day behaviors
Anti Phish policies : warns users against suspicious senders, domains, and monitors/learns mail patterns
 if you implemented the first two a while back, this feature is newer, might need to circle back







Summary: paradigm shifts
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How to get started…

Devices

Upgrade to 
Windows 10

Enroll all 
devices

Identity

Configure 
SSO to apps

Conditional 
access

Apps + Data

Migrate to 
modern apps

Classify and 
label data



Microsoft 365 
Business

vs. Office 365 E3

(for < 300 users)
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Of note: Conditional access is not included—must add Azure AD Premium P1 (still less than cost of M365 E3)



Microsoft 365 
Enterprise

Unlimited users, &

Even more security + 
compliance features

Presenter
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Of note: the E3 subscription does not (yet) include Office 365 ATP, whereas the Business subscription does

E5 is the Cadillac of plans. Includes all of the Microsoft Online Services you could want (and probably a few you’ll never use)



Earn a raffle ticket! Take the breakout session survey

• Locate this session on 
the agenda module 

• Click into the session 
item.

Scroll down to the Surveys 
section.  Click on 
Breakout Session Survey.

Start Survey
Proceed to complete 
all 4 questions. Click 
Finish once complete.

• Keep the EXIT SURVEY screen
loaded on your phone

• Show this screen to the 
breakout room attendant to 
earn a raffle ticket.
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